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Hello Everyone,
 
Since the June 2017 CVP Industry WG meeting in Rockville, we have been coordinating with the National Voluntary
Laboratory Accreditation Program (NVLAP) to create a new accreditation scope for Automated Cryptographic
Validation Testing (ACVT). The attached document provides an overview of accreditation as it relates to the ACVT
scope. The “HB150_17 ACVT Annex” document is a draft of the ACVT technical requirements that will be a part of
the HB150-17 document.
 
Please plan to join the conversation about ACVT accreditation on our call at 2pm Eastern on Wednesday, 8/16.
 
Best,
Melanie
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Accreditation Overview

[bookmark: _GoBack]NIST members of the CVP Industry WG have been coordinating with the National Voluntary Laboratory Accreditation Program (NVLAP) to create a new accreditation scope for Automated Cryptographic Validation Testing (ACVT). The purpose of this document is to provide an overview of accreditation as it relates to the ACVT scope.

Accreditation is between NVLAP and the testing organization and is necessary to ensure the testing organization performs quality testing.  Programs such as the Cryptographic Validation Program work with NVLAP to develop specific testing scopes such as ACVT.

Testing organizations or laboratories start the accreditation process by applying to NVLAP for a testing scope. In this case, the scope is ACVT which will be part of the existing Cryptographic and Security Testing (CST) program. The accreditation process includes the following activities:

· Management system documentation review

· Off-site proficiency assessment

· On-site assessment

· Corrective action of assessment nonconformities (if cited)

· Accreditation decision

The current CMVP third party testing requirements also require written and oral proficiency assessment; however, due to the nature of the ACVT test method, the off-site proficiency assessment would be similar to a practical test to ensure the organization can properly access and use the ACVP server. The on-site assessment is when the NVLAP assessors determines whether the organization meets the Handbook (HB) 150, HB 150-17, and HB150-17 ACVT annex requirements. HB150 defines the overarching procedures and general requirements required for accreditation. HB150-17 defines the technical requirements for the CST program, and HB150-17 ACVT annex defines the ACVT specific requirements.

Since HB150 is an overarching set of requirements for many accreditation programs, there may be items in the HB150 checklist that are not applicable. For example, sampling and calibration have no applicability to the ACVT scope. The NVLAP assessors who perform ACVT assessments will work with the NIST CVP team to understand how the HB150 checklist relates to the ACVT scope. The following is a list of the major HB150 checklist items. The intent is to help new laboratories gain a better understanding of what is required for an accreditation.

HB150 checklist

Section 4 Management requirements

4.1 Organization – Does the company have an organizational structure that enables quality testing? Who at the organization is responsible for performing testing?

4.2 Management system – Does the laboratory have a management system appropriate to the scope of testing activities? Are policies, systems, programs, procedures and instructions documented?

4.3 Document control – What are the procedures for controlling documents that form the management system? 

4.4 Review of requests, tenders, and contracts – What are procedures for review of requests, tenders, and contracts for testing and/or calibration?

4.5 Subcontracting of tests – What are procedures for subcontracting work?

4.6 Purchasing services and supplies –  What is the policy and procedure for the selection and purchasing of services and supplies a laboratory uses that affect the quality of the tests?

4.7 Service to the customer – Does the laboratory allow the customer to monitor the laboratory’s performance? 

4.8 Complaints – Does the laboratory have a policy for the resolution of complaints received from customers?

4.9 Control of nonconforming testing – What is the policy and procedure that shall be implemented when any aspect of the testing does not conform to its own procedure?

4.10 Improvement –  How does the laboratory continuously improve effectiveness of its management system using quality policy, objectives, audit results, and management review?

4.11 Corrective action – What is the laboratory policy and procedure for implementing corrective actions?

4.12 Preventative action – How does the laboratory identify needed improvements and potential sources of nonconformities?

4.13 Control of records – What are the procedures for identification, collection, indexing, access, filing, storage, maintenance, and disposal of quality and technical records?

4.14 Internal audits – What is the laboratory’s process and schedule for internal audits?

4.15 Management reviews – What is the process and schedule for the laboratory’s management to review the management system and testing activities to ensure continuing effectiveness?

Section 5 Technical requirements for accreditation

5.1 General – The laboratory shall consider all factors (listed in sections 5.2 through 5.10) that contribute to the correctness and reliability of the tests.

5.2 Personnel – Does the lab have qualified/trained personnel performing testing?

5.3 Accommodation and environment conditions – Does the organization have a proper laboratory environment that is needed for correct and reliable testing?

5.4 Test methods and method validation – Is the lab using the ACVT test method correctly? For example, does the testing personnel know what ACVP client to fetch, build and use with the corresponding modules to test, and is the test data handled?

5.5 Equipment – Does the lab have correct equipment to perform the test (i.e., client software, hardware platforms, operating systems, connectivity, power, backups, etc.)?

5.6 Measurement traceability – Is the ACVT test method used correctly to ensure measurement traceability?

5.7 Sampling – Not Applicable

5.8 Handling of test items – A “test item” is the data sent to the NIST server. Is the “test item” handled according to the policy for test data retention?

5.9 Assuring the quality of test results – Is the ACVT test method used correctly to ensure the quality of test results?

5.10 Reporting the results – Is the ACVT test method used correctly for reporting the test results?



Information about accreditation and documents referenced are available on the NVLAP website. https://www.nist.gov/nvlap. 

· HB150 Procedures and General Requirements (ISO/IEC 17025)

Overarching procedures and general requirements to accredit testing and calibration laboratories

http://dx.doi.org/10.6028/NIST.HB.150-2016 

The HB150 checklist is available upon request from NVLAP. Organizations must show proof of ISO/IEC17025 ownership before NVLAP can send the HB150 checklist.

· HB150-17 Cryptographic & Security Testing

http://dx.doi.org/10.6028/NIST.HB.150-17 

· HB150-17 ACVT Annex defines the ACVT specific accreditation requirements. A first draft of the ACVT annex is attached.


Annex X	Comment by Cook, Melanie Richardson (Fed): This draft contains reference to NIST HB150-17, http://dx.doi.org/10.6028/NIST.HB.150-17


(normative)

Automated Cryptographic Validation Testing (ACVT)



X.1	Additional general information

[bookmark: _GoBack]The Cryptographic Algorithm Validation Program (CAVP) provides validation testing of FIPS-approved and NIST recommended cryptographic algorithms and is a pre-requisite for the Cryptographic Module Validation Program (CMVP)[footnoteRef:1]. The Automated Cryptographic Validation Testing (17ACVT) test method and the Cryptographic Algorithm Validation (17CAV) test method are both valid for the CAVP. The 17ACVT test method is based on the NIST Automated Cryptographic Validation Protocol (ACVP) service, and may be used by both first-party and third-party testing laboratories.[footnoteRef:2]  [1:  Both 17ACVT and 17CAV test methods satisfy the prerequisite testing for the 17CMH and 17CMS test methods.]  [2:  ISO/IEC 17000:2004 defines first-party conformity assessment activities as those that are performed by the person or organization that provides the object. Third-party conformity assessment activities are those that are performed by a person or body that is independent of the person or organization that provides the object, and of user interests in that object.] 




ACVT accredited organizations are permitted to perform conformance testing of FIPS-approved and NIST recommended algorithms using the 17ACVT test method and submit test results to NIST for validation. Conformance testing measures whether the implementation-under-test correctly implements the specification. The Cryptographic Algorithm Validation Program retains the role of validation authority and will award validation certificates for implementations that successfully satisfy the test requirements. All ACVT accredited organizations must leverage the NIST ACVT service as their “means of testing”[footnoteRef:3] to maintain accreditation. [3:  ISO/IEC 9646-1 defines “means of testing” as the hardware and/or software, and the procedures for its use, including the executable test suite itself, used to carry out the testing required.] 




X.2	Scope of accreditation, test methods, additional references, terms, and definitions



X.2.1	Scope of accreditation



NVLAP offers all interested organizations a flexible, dynamic system of selecting a compound scope of accreditation under the CST LAP that best fits the organization’s level of expertise and equipment. Only the17ACVT may be selected. If only 17ACVT is selected, then only algorithm conformance testing may be performed.



X.2.2	Test methods 



For each testing program, the test methods are listed below. When a hierarchically higher test method is elected, all test methods associated with the prerequisite scopes also become mandatory. 



X.2.2.1	General



For each testing program, the test methods are listed below. When a hierarchically higher test method is elected, all test methods associated with the prerequisite scopes also become mandatory. 



X.2.2.2	Automated Cryptographic Validation Testing (17ACVT)



17ACVT	NIST – Automated Cryptographic Validation Testing (ACVT) for all FIPS-approved and/or NIST-recommended security functions as required in FIPS 140-2 Annexes (and all superseded versions) – see http://csrc.nist.gov/groups/STM/cavp/index.html.





X.2.3	Additional references for Cryptographic Algorithms Testing





—	Cryptographic Algorithm Validation Program Management Manual 

	(see http://csrc.nist.gov/groups/STM/cavp/documents/CAVPMM.pdf)



—  Frequently Asked Questions for the Cryptographic Algorithm Validation Program Concerning the Validation of Cryptographic Algorithm Implementations 

	(see http://csrc.nist.gov/groups/STM/cavp/documents/CAVPFAQ.pdf)



—  NIST – Cryptographic Technology – Cryptographic Toolkit 

	(see https://www.nist.gov/programs-projects/cryptographic-toolkit )



X.2.4	Additional terms and definitions



X.2.4.1

ACVT

Automated Cryptographic Validation Testing



X.3	Additional accreditation process requirements



X.3.1	Additional accreditation requirements



To avoid conflict of interest with the Validation Authority, United States federal laboratories may not apply for accreditation to 17ACVT and related test methods based on 17ACVT.



X.3.2	Additional activities prior to an on-site assessment



There are no requirements additional to those provided in clause 3.3 of this handbook.



X.3.3	Additional on-site assessment requirements



There are no requirements additional to those provided in clause 3.3 of this handbook.



X.3.4	Additional proficiency testing requirements



A proficiency test is the final step in the initial accreditation process for the 17ACVT test method. The laboratory shall demonstrate the ability to create a test harness that correctly works with the NIST Automated Cryptographic Validation Protocol (ACVP) testing architecture. The laboratory shall also communicate a plan for responsibly managing the NIST issued key used to access the ACVP server and for maintaining the test harness in a configuration management system. Archives of the output of the test harness from test runs submitted to the validation authority shall be kept for five years. Finally, the laboratory shall identify personnel responsible for managing the NIST issued key and for ensuring correct usage of the NIST ACVP server.



NVLAP, in collaboration with all CST validation programs, considers the validation reports submitted to the validation programs as ongoing proficiency tests. Failure to submit at least two new algorithm validation requests every year is grounds for suspension of the accreditation. In addition to minimum level of use, many flaws in the submissions to any of the validation programs can trigger the laboratory’s suspension or revocation of the accreditation. For more information, see 3.10 of this handbook.



X.4	Additional management requirements for accreditation



There are no requirements additional to those provided in clause 4 of this handbook.



X.5	Additional technical requirements for accreditation



X.5.1	General



There are no requirements additional to those provided in Section 5.1 of this handbook.



X.5.2	Additional personnel requirements



For a laboratory to qualify for accreditation under the CST LAP, the laboratory shall demonstrate, in addition to the technical expertise required by each test method as described below, that personnel have basic knowledge of cryptographic and security practice for information systems and that the laboratory is aware of the governing standards and publications, especially those listed in this handbook.



Prior to accreditation, the laboratory personnel shall have experience, training, basic knowledge, or familiarity in:



a)	FIPS 140-approved and NIST-recommended cryptographic algorithms;



b)	FIPS 140 cryptographic validation testing;





X.5.3	Additional accommodation and environmental conditions 



Implementations-under-test (IUT), IUT specific documentation, IUT specific test harnesses, supporting test apparatus or test results, shall be protected (e.g. from physical, logical, or visual access) from persons outside the testing laboratory, from visitors to the laboratory, from laboratory personnel without a need to know, and from other unauthorized persons. The laboratory manager shall identify and document for each specific IUT the laboratory personnel who either have a need to know or have authorized access of the IUT and documentation. An audit log shall be maintained documenting personnel who have had access to each IUT and all supporting documentation.



A NVLAP CST accredited laboratory may perform IUT testing at laboratory remote locations without NVLAP on-site assessment by NVLAP assessors with the following conditions:

1. The laboratory shall have a procedure for the protection of all IUT information both data in transit and data at rest. 

2. Retention of all management and technical records shall be maintained at a permanent location.   


3. The test records for each project shall define what work was performed at each laboratory location as appropriate.



X.5.4	Additional test and calibration methods and method validation



There are no requirements additional to those provided in 5.4.



X.5.5	Additional equipment requirements



The laboratory applying for accreditation for the 17ACVT scope shall be equipped with the following minimum hardware, software, and operating system requirements:	Comment by Cook, Melanie Richardson (Fed): Update for ACVT.



a)	Hardware:



1)	

.



b)	Software:



1)	



X.5.6	Additional measurement traceability



There are no requirements additional to those provided in 5.6 of this handbook.



X.5.6.1	Additional general requirements



There are no requirements additional to those provided in 5.6.1 of this handbook.



X.5.6.2	Additional calibration requirements



There are no requirements additional to those provided in 5.6.2 of this handbook.



X.5.6.3	Additional testing requirements for 17ACVT 



Test vectors and results for cryptographic algorithm testing shall be generated and checked using the NIST ACVT service.



X.5.7	Additional sampling requirements



There are no requirements additional to those provided in 5.7 of this handbook.



X.5.8	Additional handling of test and calibration items requirements



There are no requirements additional to those provided in 5.8 of this handbook.



X.5.9	Additional assuring the quality of test and calibration results requirements



There are no requirements additional to those provided in 5.9 of this handbook.



X.5.10	Additional reporting the results requirements



The NIST ACVT service shall be used for 17ACVT test report submission.


_______________________________________________
Cmvpwg mailing list
Cmvpwg@nist.gov
https://email.nist.gov/mailman/listinfo/cmvpwg





